I. Introduction
Cloud computing is a kind of computing based on sharing computing resources, so the applications are not handled on local servers or particular devices. Cloud computing shares some characteristics with grid computing.The purpose of the cloud is to use classical supercomputing power, or a power of computing of highperformance, for performing trillions of computations in a second for different types of applications, in order to providing individual information, for supplying data depositing. To accomplish this requests, cloud computing makes use of the networks from great clusters of servers, on which run computers with a technology of lowcost, having special links to propagate the processing of the data between them. Cloud computing has become a trend technology among the companies, and not only. It provides an environment for files storing, applications and platforms storing and managing, an even the virtualized form of hardware. It is very important that all entities to be kept safety. Cloud computing security represents a suite of technologies and policies projected in order the data to be safe. In cloud computing the resources are shared, so it came up some worries, like privacy and data protection, the control of the accession, or identity management. The insurance of high level of security has become a major priority for many companies.
There are many benefits of using cloud computing, like costs reduction, the users are freed from the maintenance and administration of the applications, or servers, large power of computing. Besides the benefits are some lacks in cloud computing regarding the data security. In the next section we will present some definitions of cloud computing and we will describe the cloud computing model services, in the third section we will describe the most frequent security issues of cloud computing. In the fourth section we will present some existing solution of the security issues from the domain literature.
II. Cloud computing A. Definitions In the last years, cloud computing has gained more and more importance, becoming an essential part of the technology. Cloud computing takes the technologies, services and applications and transform them into an on demand utility. The cloud word presents two important characteristics:
• Virtualization. The resources are shared and pooled, while the systems and depots could be provisioned on demand from a centralized infrastructure. In this case, the costs are evaluated on a measurable basis, the multitenancy is allowed and the resources are scalable. The payment is proportional with the consumed resources, so the clients pay as they consume. Besides these two definition, there is one more given by the Jericho Forums, which defines the cloud using the cube model (Figure 1 ), in which every dimension of the cube represents a characteristic of the cloud [3] . Some of the important vendors are Microsoft Azure, Amazon Web Services, or GoogleAppEngine. Amazon Web Services is a complete, advanced cloud computing environment supplied by Amazon.com, offering a large variety of services on demand, which was released in 2006 [4] , [5] . Asstands on the official web site [6] :"Microsoft Azure is a growing collection of integrated cloud services-analytics, computing, database, mobile, networking, storage, and web-for moving faster, achieving more, and saving money." Google AppEngine represents a platform, which allows the build of scalable web application and mobile backend and supplies built-in services or APIs. The scaling of the applications is done automatically. After uploading the code, Google manages the application's availability, without server's provision or maintenance being the task of the user [7] . B. Service models of cloud computing Software as a Service (SaaS). In Software as a Service model, the users have access to software applications and databases. SaaS is also known as on demand software, and the estimated costs is computed following the principle payment/consume, being a model of software implementation through which the provider is licensing an application in order to be used as on demand service. The application could be accessed by the users on different devices, using an easy to use interface. SaaS eliminate the link between machines and solutions, fact that allows the users to license only that resources they need. Using Saas, the operational costs for IT are eliminated, because the cloud provider maintains everything regarding applications. Some examples of SaaS are: GoogleApps, Oracle On Demand, SalesForce.net, SQL Azure etc [8] . Platform as a Service (PaaS). In Platform as a Service (PaaS) model, the providers offers solutions for advanced development, but also applications host. Paas is addressed to the companies which could develop and host the own solutions based on demand in order to accomplish the requests from third parties or internal requests. The cloud providers offers a computational platform, which includes an operating system, execution environment for programming languages, web servers and databases. So, the user could develop and implement applications on the cloud infrastructure, using programming languages and tools ensured by the provider. There is no need to imply other software or hardware components, fact that reduces the costs. The resources are automatically scaled, so they not need to be manually allocated. Also, the administration and 
III. Security threats of cloud computing
Data breaching is the process through which the data is viewed unauthorized or illegally, or accessed or retrieved by a malicious user, application or service. This issue is created for stealing or publishing the data on an unsafe or illegal location. In 2015, were many data braches, including attacks on companies of health care, information security, banks, universities.An example is Premera BlueCross BlueShield, a health care company, which have announced in March 2015 that in January 2015 were affected almost 11.2 million subscribers and few entities that works with this company. Thus, names, bank account information, addresses, and many others data have been compromised [9] . Exploiting system vulnerabilities.Even if exploiting the system vulnerabilities is not a new technique for compromising the data, it have become a real problem, because different institutions distribute some types of data between them, creating a new point of attack. Luckily, these could be avoided with simple IT processes, like frequent vulnerabilities scanning, and other basic processes.
Shared resources.The layers of cloud computing are applications on the top, then platforms, and then infrastructures. All of these could share the same memory. If a vulnerability appears in one of the layers, all of them could be affected, because the shared memory could be affected and it will result a chain of vulnerabilities [10] . Virtualization [13] . Virtualization brings a large range of vulnerabilities. It brings new occasions for malicious users, because of the extra layer, which needs to be secured. The vulnerable virtualization points are: the hypervisor, public virtual machine image repository, virtual machine rollback and life cycle, and virtual networks. The hypervisor of cloud computing is the program which allows to many virtual machines to use the same resources. If it is compromised, then all virtual machines could be compromised. The public virtual machine image repository is the software which contains configuration files for all virtual machines of the system, so they have a fundamental role in the cloud computing security. The virtual machines could be returned to a previous state, but returning to a previous state it is possible to be again vulnerable to a security issue already resolved.Also, the virtual machines have a life cycle undeterministic, so they could be suspended, turned on or off, facts that could influence the other virtual machine behavior. Virtual networks enlarge the virtual machine communication, fact that gives new opportunities of attacks.
IV. Existing techniques and solutions
Homomorphic encryptionrepresents an encryption method in which the cipher texts can be operated with particular operation by a party which have access to it [10] . These operations are the equivalent operation over the plain text. Simple homomorphic encryption allows a single operation over the plaintext to have a corresponding operation over the cipher text in the presented context. Let's say the encrypted text c 1 is obtained using a public keypk from the message m 1 , and the encrypted text c 2 is obtained using the same key, from message m 2 [10] : (1) and (2) If we multiply the c 1 and c 2 , at decryption of the result we obtain the same result if we multiply the m 1 and m 2 . For s k being the decryption key, we obtain [10] : 
Fully homomorphic encryption is stronger than the above operations. Instead having just one operations, we have a corresponding operation applied on encrypted text of the operation applied on the plain text. In other words, every program has an equivalent program, which performs of cipher texts. If p is the program and the p' is the corresponding program over encrypted text, we have:
where and represents fully homomorphic encryption scheme [10] . Homomorphic encryption represents one of the most powerful encryption techniques, which have applications in cloud computing.
Another powerful techniques are Crypto Cloud Computing (CCC) [11] and Digital signatures [12] . In the following, we present some solution proposed in the domain literature. [15] In [14] , the authors have proposed an interesting solution based on encrypting and fuzzy logic with a trust model. In the Figure 2 is presented the architecture proposed in [14] . It works as follows [14] : the first step is to introduce a broker system among various companies that will be used for showing the trust valuables of various companies (which will be computed and saved on the broker system) and for establishment of a connection among the clients and the companies selected by the clients. Next, the firms should notify the broker system on the upgraded data of the trusted valuables, and then, these values will be updated by the broker system for the companies on the proper site in order to be seen by the next customer. Another important thing in this approach is that the companies keep data about the levels of the servers and database which will be used in order to rate these two components of the company for giving higher performance services for customers and users. The data of the companies could be encrypted using AES, and the keys are kept on the principal system. For a comprehensive description, see [14] . Another approach regarding security in cloud computing is the intrusion detection system (IDS) based on Bayesian networks and multiply sectioned Bayesian networks (MSBNs) [15] . The authors present a system (Figure 3 ) for intrusion detecting which has three purposes: 1. Detecting of the intrusions through local monitoring and distributing the own estimation convictions of the agents for a collaborative detecting; 2. The undermined hosts are identified and isolated using a distributed relied framework; 3. The performance of the detection is increased and false positives are decreased. In [16] it is proposed a protocol for secured computations, called SecCloud, that is the first protocol which links secure storage and secure computation for cloud, as the authors have mentioned. Another proposal is an experimental cloud computing environment, called SecHDFS, used in order to test SecCloud. Also, the authors have introduced two concepts, Secure Computation Confidence and Secure Storage Confidence, which determines how secure the computations and the storages are.
